CYBER SUMMIT 24
DAY 1 AGENDA

23 July 2024

Time Main Conference Room Conference Room 2 Conference Room 3
07:00 - 08:20 Registration and Check-in )
) . Welcome and Opening Remarks
08:20 - 08:35 [ (USAREUR-AF CIO/G6) ]
) . Cyber Summit Admin Notes
08:35 -08:50 [ (USAREUR-AF) j
08:50 — 09:10 ( Group Photo )
09:10 — 09:45 (_ Morning Break / Networking )
09:50 — 10:20 d Defend the Network - Operational & Technical Integration A
A (ARCYBER) )
( Security Al in Practice h
10:20 — 11:10 v/
\_ (Microsoft) )
. . ( Quantum Resistant Encryption, Al and Zero Trust h
11:10 — 12:00
\_ (Palo Alto) )
12:00 — 13:00 ( Lunch )
13:00 — 13:50 ( Modernizing to Strengthen Cyber Defenses Across the Joint Force h
DA (Joint Staff J-6) [Virtuall )
. The Future of Cybersecurity: Causal Modeling of Complicated
14:00 — 14:50 EU((E:SCI;VIO'\BAI)'lef Predictions Powered by Al Systems
(Microsoft) (MITRE)
14:50 — 15:10 Afternoon Break )
e N ( ) )
Leveragaina Cloud in AFRICOM Privacy-Enhancing Technologies Cloud Adversarial Vectors,
15:10 — 16:00 g ?AFRICOM) (PETs) Exploits, and Threats (CAVEaT™)
(MITRE) (Virtual) (MITRE)
. / J J
I Cyber Threat Drivers & ) o | Al Security: Keeping Your Data ‘
16:10 - 17:00 Engagements in 2023 Securlty(.Aglaozt;:)to Edge Private
(MITRE) (Microsoft)
s B
) . Closing Remarks
17:00 - 17:05 Y William Magruder, USAREUR-AF )




CYBER SUMMIT 24

US ONLY BRIEFING

24 July 2024

Time Main Conference Room Conference Room 2 Conference Room 3
4
] ] Welcome Day Two
08:00 — 08:05 \ William Magruder (USAREUR-AF) j
e N\ (
Uniting Cyber Defenses Through
3=y (rotg How to Use APLs (Approved Security In Depth and Inspectable
. . International Cooperation: .
08:05 — 08:55 Insiahts from RCDC Products Lists) Space
ghts _ (USAREUR-AF) (USAREUR-AF) (US Only)
L (Lithuania) )
( - - - - ) (
.00 _ OO . ybersecurity Graph Analytics
09:00 - 09:50 (Kosovo) Co(rgg#)lng from Natural Language Chat
L ]\ (MITRE) (US Only)
09:50 — 10:10 [ Morning Break )
( What can the ‘new’ Swiss Armed | | ( )
10:10 — 11:00 Forces Cyber Command Beyond the CIA Triad Defense Extension with Azure Arc
e Contribute to the Cyber Defense (GDIT) (Microsoft)
(Switzerland)
\ & J \ \ J
e \ [ s )\
Cybersecurity Reform Insights in Disaster Res :
oY - ponse in the AWS
11:10 — 12:00 Georgia’s Ministry of Defence Effects of Zerz;crggt Architecture Cloud for DOD Customers
(Georgia) ( ) (Amazon)
| J \ J
12:00 — 13:00 Lunch )
e N\ ( ™
Enabling the Warfighting )
. . Commander: The need to break "Al" Threat Analysis USAREUR-AF Cyber Shock
13:00 - 13:50 . Program Breakdown
out of Cyber Defence Stovepipes (ARCPB) (USAREUR-AF)
(United Kingdom)
| J \ \. J
g \ [ s )\
International Security , Artificial Intelligence/Machine
14:00 = 14:50 Cooperation Thr((a:;gl;g)tmg Language (Al/ML) Overview
(ARCPB/USAREUR-AF) (MITRE)
| J . J
14:50 — 15:10 Afternoon Break )
e A ( )
. . . Al-Enhanced COA Generation
CSfC P (0] 2
15:10 — 16:00 rog':z;r: verview Incident Handling/Response Evaluation, and Planning
(NSA) (ARCPB) (MITRE)
\ & \ \ J
- - - \
16:10 — 17:00 AEA-ITT, 8140 & APPA Overview Cyber Operator Burnout Collaborative Al in Cybersecurity
SR (USAREUR-AF) (ARCPB) (Microsoft)
| J \\ . J
d Closing Remarks
17:00 - 17:05 L (USAREUR-AF) J
-
17:30 — Until DINNER WITH BILL
. Stroll through the beautiful city of Wiesbaden followed by a laid-back dinner and drinks with peers.
Complete

\Venue: Andechser am Kurpark, WilhelmstralRe 52E, 65183 Wiesbaden




CYBER SUMMIT 24

US ONLY BRIEFING

DAY 3 AGENDA

25 July 2024

Time Main Conference Room Conference Room 2 Conference Room 3
_ ) Welcome Day Three
08:00 — 08:05 ( (USAREUR-AF)
e N ( Y
. . Active Threat Detection in the Vulnerability Management: A
08:05 — 08:55 Mlssmn(ﬁgnl'\tgngi\g;'onment AWS Cloud for DOD Customers down in the Trenches Perspective
(Amazon) (2 TSB) (US Only)
\ & J J
e N ( Y
International Cyber Capacity Data Protection in the AWS Cloud | | Information System Continuous
09:00 — 09:50 Building for DOD Customers Monitoring Strategy
(MITRE) (Amazon) (USAREUR-AF)
. J U J
09:50 — 10:10 Morning Break )
4 N\ N\ [
Cyber Situational Understanding Table Top Exercise in the AWS .
10:10 — 11:00 | for Army Tactical Environments Cloud A0 &%%?E())vemew
(MITRE) (Amazon)
. J J U J
Mutual Cyber De.fense in NATO Microsoft Security Foundations Zero Trust
11:10 — 12:00 Pre Article 5 (Microsoft) (AEA-ITT)
(NATO CCDCOE)
12:00 — 13:00 Lunch )
Defensive Cyber Operations The State of Federal Cloud
(DCO) Integratc_ed Product Tea_m MITRE Al Maturity Model Security: A Practitioner’s
13:00 — 13:50 | (IPT) Collaboration for Innovation MITRE .
(NIWC Atlantic) ( ) Perspective
(MITRE)
. J U J \\ J
Analytical Approach to Threat Analyzing Mission Impacts of 1{ o v
14:00 — 14:50 Hunting Cyber Actions (AMICA) PANOPTIC(MI_Il_"{llz\;az\tji)ll—n':'alr)reat e
\ (ARCPB) ) (MITRE)
14:50 — 15:10 Afternoon Break )
FY24 DAIG Cybersecurity ] CyCOG: Enhancing Graph Information Protection: The
15:10 — 15:50 |Inspections Division Observations||Analytics and Visualization with Al Foundation of Data Security
L (HQDA) ) (MITRE) (Microsoft)
From Intelligence to Action: . ( )
. .'g. : COMSEC Cryptographic Systems || (Literal) Ins & Outs of US Personal
Operationalizing Cyber Threat .
16:00 — 16:40 Intelli Next-Generation Plan Data
M EflEE (DEVCOM C5ISR) (US & NATO Only) (MITRE) (Virtual)
L (RCC-E) ) L )
Closing Remarks h
16:45 - 17:05 [ (USAREUR-AF) )




