CYBER SUMMIT 25 Day 1 Agenda (22 July 2025)

Collaborative Defense for Data Driven Decisions

Time Main Conference Room Conference Room 2 Conference Room 3
07:00 — 08:00 ( Registration and Check-in )
08:00 - 08:15 ( Welcome and Opening Remarks (USAREUR-AF) )
08:15 — 08:30 ( Cyber Summit Admin Notes (USAREUR-AF) )
08:30 — 09:00 ( Data Sharing and Protection to Enable NATO Operations (EUCOM) )
09:00 — 09:45 ( Group Photo / Morning Break / Networking )
09:45 — 10:30 ( Securing the Mission: Al-Powered Defense for a Data-Driven World (Microsoft) )
N\ N\
Understanding Secure Data Analytics for Defense Conducting a Comprehensive
10:45 — 11:30 | Counterintelligence Cyber Risks . . .
Facing USAREUR-AF (66 MI) Operations (Amazon) Risk Analysis (USAREUR-AF)
J J
11:30 — 12:30 ( Lunch )
e N\ ( ) N
Secure Messaging for DoD: .. .
A Mission Assurance Methodology CM-2: Enforcing Secure
12:30 — 13:15 Prt?tect Army-Communlcatlons (USAREUR-AF) Configuration Baselines
with AWS WickrGov (Amazon) (USAREUR-AF)
| J U
e N\ [ \ )
_ ) 2025 State of Signal Theater Incident Response Plan | |The Encryption Endgame: Beating
13:30 - 14:15 Cybersecurity (2 TSB) (TIRP) (USAREUR-AF) the Quantum Clock (GDIT)
| / \\ J \\ J
14:15 — 15:00 ( Afternoon Break )
e N\ [ N\ )
Secure Application Platform for .
. . .. USAREUR-AF Continuous
15:00 — 15:45 | EUCOM J65 Cyber Brief (EUCOM) | | Rapid Deplo;((m::)tsgf:)Appl|cat|ons Monitoring Strategy (USAREUR-AF)
| J U J \\ J
( ) ( 1( Beyond Transformation: How |
. eyond Transformation: How
Cyber Threat Drivers & From S:onc_ep')t to Commanq. AI/ML and LLMs Are
16:00 — 16:45 . Operationalizing Zero Trust in S s
Engagements in 2024 (MITRE) Def. Networks (Mi ﬂ Revolutionizing Military Power
| J| Derense etworks e ) | | and Federal Readiness (AEA-ITT) |
16:45 —17:00 ( Closing Remarks (USAREUR-AF) )
. . Cyber Connect Social
17:30 — Until Kick off the Cyber Summit with an informal evening of networking and camaraderie.
Complete Venue: Dorint Pallas Bar




CYBER SUMMIT 25 Day 2 Agenda (23 July 2025)

Collaborative Defense for Data Driven Decisions

Time Main Conference Room Conference Room 2 Conference Room 3
08:00 — 08:15 ( Welcome Day Two (USAREUR-AF) )
08:15 — 09:00 ( Better Together: Defending your Cloud Workloads (Amazon) J
09:00 — 09:45 ( Morning Break )
- N\ [ N N
) ) International Cyber Capacity Certified Secure: NIAP-Compliant Securing Artificial Intelligence
09:45 —10:30 Building (MITRE) Intune for Army Devices (Microsoft) (A.l.) (Amazon)
| J \\ J \\ J
N [ N A
Tactical Communications Ent ise Cloud M . Next-Gen Cvb d Inf d
Resilience in Hostile nterprise Cloud Managemen ext-Gen Cyber and Information
10:45 — 11:30 | Environments: Secure Networks ,:«ngency (ECMé‘) and R'SII: Szicurlty Tralnwg;f!Ec:]mpT‘ng iz
in Electronic Warfare and Cyber anagement Framewor st Century Varfig ter Across
n € (RMF) process (USAREUR-AF) All Domains (AEA-ITT)
Scenarios (ltaly)
(& / U J \ J
11:30 - 12:30 Lunch )
( Cyber Defense and Information [ 1( Breaking Down Silos: )
) ) Operations: An Integrated Information Gathering Through Empowering Al Agents to execute
12:30 -13:15 Approach by the Czech Armed Social Engineering (USAREUR-AF) Cyber & Intelligence Missions
L Forces (Czech Republic) A\ J L (Amazon)
e N\ [ \ )
. . Lab: Building Secure and
) ) C':”:Eﬁ:?::g;g’; \::sygg5 Beyond the CIA Triad (Top Cyber Responsible Generative Al
13:30 - 14:15 P o Pro) Applications with Guardrails for
(Lithuania) A
L L J 1 mazon Bedrock (Amazon)
14:15 — 15:00 ( Afternoon Break )
( Cyber Defense Capability in the 1 ( V1 ( )
) ) Armed Forces: The Collaborative Analyzing Mission Impacts of
15:00 - 15:45 Cyber Defense Approach Cyber Actions (AMICA) (MITRE) ;
: Hands-on with Zero Trust:
(North Macedonia) 1 g ..
- J \ / Building Secure Application
- N ( ) Architecture
USAREUR-AF Mission Partner Cyber Situational Understanding (Amazon)
16:00 — 16:45 Network (USAREUR-AF) for Army Tactical Environments
(MITRE)
\ J J J
16:45 — 17:00 ( Closing Remarks (USAREUR-AF) )
17:30 — Until Cyber Bytes and Walking Tour

Stroll through the beautiful city of Wiesbaden followed by a laid-back dinner and drinks with peers.
Complete Venue: Andechser am Kurpark, Wilhelmstrafie 52E, 65183 Wiesbaden




CYBER SUMMIT 25 Day 3 Agenda (24 July 2025)

Collaborative Defense for Data Driven Decisions

Time Main Conference Room Conference Room 2 Conference Room 3
08:00 — 08:15 ( Welcome Day Three (USAREUR-AF) )
08:15 — 09:00 [ Operationalize Security with Precision Al (Palo Alto Networks) J
09:00 — 09:45 ( Morning Break )
e N ( \ \
09:45 — 10:30 Zero Trust in Maven Smart The Art of War in Cybersecurity
40 —10: Syst Palanti Top Cyber P
ystem (Palantir) (Top Gyber Pro) Lab: AWS Automated Security
\ J \ J Tools for your Cloud
( N ( . ; ) Environment
Zero Trust at War: Securing the CyC.:og. Enhz-?ncm.g G.raph . (Amazon)
i~ . . Analytics and Visualization with
10:45 — 11:30 | Modern Military in Peacetime and e "
Conflict (AEA-ITT) Artificial Intelligence for Cyber
L ) | Situational Understanding (MITRE) ) \ )
11:30 — 12:30 ( Lunch )
e N\ ( \ /7 ™\
Under the Radar: Hands-On .
12:30 — 13:15 Tactics Against Data-Driven (7227 (7R A HEE e [ ey
: : Threats (RCC-E Defense (MITRE)
L ( ) L J | Lab: Breaking Down Data Silos -
p . | Agentic Al with MCP & Strands
SDK (Amazon)
) ) Crypto Currency and Sanctions . . :
13:30 — 14:15 Evasion (Block Trace) Agentic Al for Security (Microsoft)
\ J AN J
14:15 — 15:00 ( Afternoon Break )
e N\ ( N\ )
_ _ EUCOM Approach to Cyberspace i .
15:00 — 15:45 Global Eyes (CYBERCOM) Security Cooperation (EUCOM) Traditional Security (USAREUR-AF)
| J \ J \U J
( N\ N\ )
AVD for Defense: Virtualization as Lab: Amazon Security Lake:
16:00 — 16:45 DoD 8140 (HQDA) a Force Multiplier in Cybersecurity Create a Next Generation SOC
(Microsoft) (Amazon)
\ & J \ J \U J

16:45 - 17:00 ( Closing Remarks (USAREUR-AF) )




